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1 DETAILED ACTION 

2 1. Claims 1,3, 5, 7-9, 11-13, 15-17, 19-21, 23-26, 28-29, 31 -32 and 

3 34 are pending in this application. 
4 

5 EXAMINER'S AMENDMENT 

6 2. An examiner's amendment to the record appears below. Should the 



7 changes and/or additions be unacceptable to applicant, an amendment 

8 may be filed as provided by 37 CFR 1 .31 2. To ensure consideration of 

9 such an amendment, it MUST be submitted no later than the payment of 
10 the issue fee. 



1 1 Authorization for this examiner's amendment was given in a 

12 telephone interview with Edward J. Grundler, Reg. No, 47,615 on May 

13 24 th , 2006. 

14 Please amend the application as follows: 

15 1 . (Currently amended) A computer-implemented method for 

16 selectively auditing accesses to a relational database, comprising: 

1 7 receiving a query for the relational database; 

18 selectively auditing an access to the relational database, 

19 wherein selectively auditing the access involves 

20 automatically modifying the query prior to processing the 

21 query, 
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22 wh e r e in proc e ss i ng th e qu e ry caus e s an audit r e cord 

23 to b e creat e d and recorded on l y for rows i n r el ationa l tab le s 

24 accoss o d by tho quory and that sat i sfy an aud i ting cond i tion, 

25 wherein the auditing condition specifies a condition based on 

26 a value of a field in a row in the relational database, and 

27 wherein satisfying the auditing condition allows 

28 selective auditing of the query, 

29 processing the modified query to produce a query result, wherein 

30 processing the modified query includes: 

31 creating the auditing records only for rows in relational 

32 tables accessed by the query and that satisfy the auditing 

33 condition, and 

34 recording the audit record in an audit record store; 

35 and 

36 returning the query result; 

37 wherein if the query modifies at least one entry in the relational 

38 database, using a relational database system trigger to create and record 

39 the audit record for the modification to the relational database . 
40 

41 2 (Canceled). 
42 
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43 3. (Previously presented) The method of claim 1 , further comprising 

44 ensuring the case statement is evaluated near the end of the query 

45 processing so the case statement is evaluated only after other conditions 

46 of the query are satisfied. 
47 



48 4-6 (Canceled). 
49 

50 7. (Original) The method of claim 1 , wherein the audit record 

51 includes: 

52 a user name for a user making the query; 

53 a time stamp specifying a time of the query; and 

54 a text of the query. 
55 

56 8. (Original) The method of claim 1 , wherein the auditing condition 

57 includes a condition for a field within the relational database. 
58 

59 9. (Currently amended) A computer-readable storage medium 

60 storing instructions to be executed by a computer causing the computer to 

61 perform a method for selectively auditing accesses to a relational 

62 database, the method comprising: 

63 receiving a query for the relational database; 
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64 selectively auditing an access to the relational database, 

65 wherein selectively auditing the access involves 

66 automatically modifying the query prior to processing the 

67 query, 

68 wh e r e in processing tho qu o ry caus e s an audit record 

69 to b e croatod and rocordod on l y for rows in re l ationa l tabloo 

70 accoss o d by tho quory and that satisfy an aud i ting cond i t i on, 

71 wherein the auditing condition specifies a condition 

72 based on a value of a field in a row in the relational 

73 database, and 

74 wherein satisfying the auditing condition allows 

75 selective auditing of the query, 

76 processing the modified query to produce a query result, wherein 

77 processing the modified query includes: 

78 creating the auditing records only for rows in relational 

79 tables accessed by the query and that satisfy the auditing 

80 condition, and 

81 recording the audit record in an audit record store; 

82 and 

83 returning the query result; 
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84 wherein if the query modifies at least one entry in the relational 

85 database, the method further comprises using a relational database 

86 system trigger to create and record the audit record for the modification to 

87 the relational database . 
88 

89 10 (Canceled). 

90 

91 11. (Previously presented) The computer-readable storage medium 

92 of claim 9, wherein the method further comprises ensuring the case 

93 statement is evaluated near the end of the query processing so the case 

94 statement is evaluated only after other conditions of the query are 

95 satisfied. 
96 



97 12. (Original) The computer-readable storage medium of claim 9, 

98 wherein the method further comprises retrieving the auditing condition for 

99 a given table from a data structure associated with the given table. 
100 

101 13-14 (Canceled). 

102 

103 15. (Original) The computer-readable storage medium of claim 9, 

104 wherein the audit record includes: 
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105 a user name for a user making the query; 

1 06 a time stamp specifying a time of the query; and 

1 07 a text of the query. 
108 

109 16. (Original) The computer-readable storage medium of claim 9, 

110 wherein the auditing condition includes a condition for a field within the 

1 1 1 relational database. 
112 

113 17. (Currently amended) An apparatus for selectively auditing 

1 14 accesses to a relational database, comprising: 

115 a receiving mechanism configured to receive a query for the 

1 1 6 relational database; 

117 a selective auditing mechanism configured to selectively audit an 

1 1 8 access to the relational database, 

119 wherein selectively auditing the access involves 

120 automatically modifying the query prior to processing the 

121 query, 

122 whoro i n proc e ssing tho quory causes an audit record 

123 to b e cr e at e d and rocordod on l y for rows i n r el at i on al tab le s 

124 acc e ss e d by tho query and sat i sfy i ng an aud i ting condition, 

125 wherein the auditing condition specifies a condition 
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126 based on a value of a field in a row in the relational 

127 database, and 

128 wherein satisfying the auditing condition allows 

1 29 selective auditing of the query, 

130 a query processor configured to process the modified query to 

131 produce a query result, wherein processing the modified query includes: 

132 creating the auditing records only for rows in relational 

1 33 tables accessed by the query and that satisfy the auditing 

134 condition, and 

135 recording the audit record in an audit record store; 

136 and 

137 a returning mechanism configured to return the query result; 

138 wherein if the query modifies at least one entry in the relational 



139 database, the apparatus uses a relational database system trigger to 

140 create and record the audit record for the modification to the relational 

141 database . 
142 

143 18 (Canceled). 

144 

145 19. (Previously presented) The apparatus of claim 17, wherein the 

146 query modification mechanism is configured to ensure the case statement 
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147 is evaluated near the end of the query processing so the case statement is 

148 evaluated only after other conditions of the query are satisfied. 
149 

150 



1 51 20. (Original) The apparatus of claim 1 7, wherein the query 

152 modification mechanism is configured to retrieve the auditing condition for 

153 a given table from a data structure associated with the given table. 
154 

155 21-22 (Canceled). 

156 

1 57 23. (Original) The apparatus of claim 1 7, wherein the audit record 

158 includes: 

1 59 a user name for a user making the query; 

160 a time stamp specifying a time of the query; and 

161 a text of the query. 
162 

1 63 24. (Original) The apparatus of claim 1 7, wherein the auditing 

1 64 condition includes a condition for a field within the relational database. 
165 
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166 25. (Previously presented) The method of claim 1 , further 

167 comprising retrieving the auditing condition for a given table from a data 

168 structure associated with the given table. 
169 

1 70 26. (Currently amended) A computer-implemented method for 

171 selectively auditing accesses to a relational database, comprising: 

1 72 receiving a database operation for the relational database; 

173 selectively auditing an access to the relational database based on 

174 an auditing condition, wherein the auditing condition specifies a condition 

175 based on a value of a field in a row in the relational database; 

176 processing the database operation to produce a database 

177 operation result, wherein processing the database operation includes: 

1 78 creating the auditing records only for selected rows in 

179 the relational database that are accessed by the database 

1 80 operation and that satisfy the auditing condition, and 

181 recording the audit record in an audit record store; 

182 and 

183 returning the database operation result; 

184 wherein selectively auditing the access involves automatically 

185 modifying the database operation prior to processing the database 

186 operation, 
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187 wherein satisfying the auditing condition allows selective auditing of 

1 88 the database operation and not for other rows; 

189 wherein satisfying the auditing condition allows selective auditing of 

1 90 the database operation : and 

191 wherein if the database operation modifies at least one entry in the 

192 relational database, using a relational database system trigger to create 

193 and record the audit record for the modification to the relational database . 
194 

195 27 (Canceled). 

196 

1 97 28. (Previously presented) The method of claim 26, wherein the 

1 98 auditing condition includes a condition for at least two fields within the 

1 99 relational database. 
200 

201 29. (Currently amended) A computer-readable storage medium 

202 storing instructions that when executed by a computer cause the computer 

203 to perform a method for selectively auditing accesses to a relational 

204 database, the method comprising: 

205 receiving a database operation for the relational database; 
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206 selectively auditing an access to the relational database based on 

207 an auditing condition, wherein the auditing condition specifies a condition 

208 based on a value of a field in a row in the relational database; 

209 processing the database operation to produce a database 

210 operation result, wherein processing the database operation includes: 

21 1 creating the auditing records only for selected rows in 

212 the relational database that are accessed by the database 

213 operation and that satisfy the auditing condition, and 

214 recording the audit record in an audit record store; 

215 and 

216 returning the database operation result; 

217 wherein selectively auditing the access involves automatically 

218 modifying the database operation prior to processing the database 

219 operation, 

220 wherein satisfying the auditing condition allows selective auditing of 

221 the database operation and not for other rows; 

222 wherein satisfying the auditing condition allows selective auditing of 

223 the database operation ; and 

224 wherein if the database operation modifies at least one entry in the 

225 relational database, using a relational database system trigger to create 

226 and record the audit record for the modification to the relational database. 
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227 

228 30 (Canceled). 

229 

230 31 . (Previously presented) The computer-readable storage 

231 medium of claim 29, wherein the auditing condition includes a condition for 

232 at least two fields within the relational database. 
233 

234 32. (Currently amended) An apparatus for selectively auditing 

235 accesses to a relational database, comprising: 

236 a receiving mechanism configured to receive a database operation 

237 for the relational database; 

238 a selective auditing mechanism configured to selectively audit an 

239 access to the relational database based on an auditing condition, wherein 

240 the auditing condition specifies a condition based on a value of a field in a 

241 row in the relational database; 

242 a processing mechanism configured to process the database 

243 operation to produce a database operation result; 

244 a creating mechanism configured to create the auditing records 

245 only for selected rows in the relational database that are accessed by the 

246 database operation and that satisfy the auditing condition, and 

247 a recording mechanism configured to record the audit record in an 
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248 audit record store; and 

249 a returning mechanism configured to return the database operation 

250 result; 

251 wherein selectively auditing the access involves automatically 

252 modifying the database operation prior to processing the database 

253 operation, 

254 wherein satisfying the auditing condition allows selective auditing of 

255 the database operation and not for other rows; 

256 wherein satisfying the auditing condition allows selective auditing of 

257 the database operation ; and 

258 wherein if the database operation modifies at least one entry in the 



259 relational database, the apparatus uses a relational database system 

260 trigger to create and record the audit record for the modification to the 

261 relational database . 
262 

263 33 (Canceled). 

264 

265 34. (Previously presented) The apparatus of claim 32, wherein the 

266 auditing condition includes a condition for at least two fields within the 

267 relational database. 
268 



Application/Control Number: 09/559,206 Page 14 

Art Unit: 2162 

269 Allowable Subject Matter 

270 3. Claims 1, 3, 7-9, 11-12, 15-17, 19-20, 23-26, 28-29, 31-32 and 34 

271 are allowed over prior art made of record. 

272 The following is an examiner's statement of reasons for allowance: 

273 As to claim 1 , none of the prior art alone or in combination either 

274 teach or suggests "selectively auditing an access to the relational 

275 database, wherein selectively auditing the access involves automatically 

276 modifying the query prior to processing the query, wherein the auditing 

277 condition specifies a condition based on a value of a field in a row in the 

278 relational database, and wherein satisfying the auditing condition allows 

279 selective auditing of the query, processing the modified query to produce 

280 a query result, wherein processing the modified query includes: creating 

281 the auditing records only for rows in relational tables accessed by the 

282 query and that satisfy the auditing condition, and recording the audit 

283 record in an audit record store; and returning the query result; wherein if 

284 the query modifies at least one entry in the relational database, using a 

285 relational database system trigger to create and record the audit record 

286 for the modification to the relational database " with "receiving a query for 

287 the relational database." 

288 Claims 3, 7-8 and 25 are depended on claim 1 ; therefore, claims 3 

289 and 7-8 are allowed under the same reason. 
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290 Claim 9 is a computer-readable storage medium storing instructions 

291 to be executed by a computer to perform the method as discloses in 

292 claim 1 ; therefore, claim 9 is allowed under the same reason as to claim 

293 1. 

294 Claims 11-12 and 15 are depended on claim 9; therefore, claims 

295 11-12 and 1 5 are allowed under the same reason as to claim 9. 

296 Claim 17 is an apparatus for performing the method in claim 1; 

297 therefore, claim 17 is allowed under the same reason as to claim 1. 

298 Claims 1 9-20 and 23-24 are depended on claim 1 7; therefore, 

299 claims 19-20 and 23-24 are allowed under the same reason as to claim 

300 17. 

301 Claim 26 is a method for performing the steps similar to claim 1 ; 

302 therefore, claim 26 is allowed under the same reason as to claim 1. 

303 Claim 28 is depended on claim 26; therefore, claim 27 is allowed 

304 under the same reason as to claim 26. 

305 Claim 29 is a computer-readable storage medium storing 

306 instructions when execute perform the method or claim 26; claim 28 is 

307 allowed under the same reason as well. 

308 Claim 31 is depended on claim 29; therefore, claim 31 is allowed 

309 under the same reason as to claim 31 . 

310 Claim 32 is an apparatus for perform the method of claim 26; 
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31 1 therefore, claim 32 is allowed under the same reason as claim 26. 

312 Claim 34 is depended on claim 32; therefore, claim 34 is allowed 

31 3 under the same reason as to claim 32. 

314 Any comments considered necessary by applicant must be 

31 5 submitted no later than the payment of the issue fee and, to avoid 

316 processing delays, should preferably accompany the issue fee. Such 

31 7 submissions should be clearly labeled "Comments on Statement of 

318 Reasons for Allowance." 
319 

320 Conclusion 

321 4. The prior art made of record and not relied upon is considered 

322 pertinent to applicant's disclosure. 

323 Patent : 

324 Morrison et al. (US. Patent No. 6,382,357 B1) Patent date: 05/07/2002. 

325 Williams (US. Patent No. 5,600,554) Patent date: 04/04/1997. 

326 Asadetal. (US. Patent No. 6,725,240 B1) Patent date: 04/20/2004. 

327 Adams et al. (US. Patent No. 6,931,573 B2) Patent date: 08/16/2005. 

328 NPL : 

329 Bhargava et al. Relational database system with zero information 

330 loss, (knowledge and data engineering), IEEE Transaction, 1993, pages 

331 76-87. 
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332 
333 

334 Contact Information 

335 5. Any inquiry concerning this communication or earlier 

336 communications from the examiner should be directed to Baoquoc N. To 

337 whose telephone number is at 571-272-4041 or via e-mail 

338 BaoquocN.To@uspto.gov. The examiner can normally be reached on 

339 Monday-Friday: 8:00 AM - 4:30 PM, EST. 

340 If attempts to reach the examiner by telephone are unsuccessful, 

341 the examiner's supervisor, John Breene can be reached at 571-272-4107. 

342 Any inquiry of a general nature or relating to the status of this 

343 application or proceeding should be directed to the receptionist whose 

344 telephone number is (703) 305-3900. 

345 Any response to this action should be mailed to: 

346 Commissioner of Patents and Trademarks 

347 Washington, D.C. 20231 . 

348 The fax numbers for the organization where this application or 

349 proceeding is assigned are as follow: 

350 (571) -273-8300 [Official Communication] 

351 BQ To 

352 May 25th, 2006 
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